
Counter
Disinformation
Playbook



Questions We’ll Cover
➔ What is disinformation and why does it matter?

➔ How can we prepare to counteract disinformation?

➔ How can my organization respond effectively to 
disinformation?
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Disinformation 
and Discourse 
Manipulation

What is disinformation and why does it 
matter?



The New Information Paradigm
➔Social media has made everyone a 
potential publisher

➔ It has enabled campaigns and 
supporters to communicate with 
voters in new ways

➔ It has also empowered bad actors 
who seek to deceive Americans
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Disinformation
➔ “False information which 
is intended to mislead, 
especially propaganda 
issued by a government 
organization to a rival power 
or the media.”
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Platform Manipulation
➔ Cross-channel repetition

➔ Coordinated sharing/advertising

➔ Fake accounts or trolls

➔ Sensationalism and emotions

➔ In-network sharing/localization
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Democrats Not Immune from Disinformation
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Voters and Candidates of Color Face Unique Challenges

➔ Right-wing invests in targeted outreach to these groups 
while spreading harmful content about them
➔ Closed-messaging platforms (e.g., WhatsApp, WeChat) 
difficult to track
➔ Non-English-language moderation is far worse
➔ Existing trust gaps to exploit
➔ Diversity of our base makes it difficult to centrally 
monitor misinformation
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Anticipation & 
Inoculation
How should I prepare my organization 
against disinformation?



Democrats.org/disinfo
➔ Online portal with counter 
disinformation recommendations 
for stakeholders:

◆ General Public
◆ Campaigns and State Parties
◆ Social Media Companies
◆ Journalists
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Familiarize yourself with Meta third-party fact 
checkers
Meta (Facebook) third party fact-checkers:
● AFP - Hub
● Check Your Fact
● Factcheck.org
● Lead Stories
● PolitiFact
● Science Feedback
● Reuters Fact Check
● TelevisaUnivision
● The Associated Press 
● The Dispatch
● USA TODAY
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SEO & Social Media Best Practices
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Digital Organizing and Surrogates
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Know your online turf
● Organizers should be treating their local online turf as 
equally important to their offline turf
● Knowing your online turf means knowing what pages, 
groups, local online news, influencers, and hashtags matter 
for your online landscape
● By having a baseline for your local online landscape, 
organizers will be better equipped to spot and stop 
disinformation.
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Be Alert for Potential Infiltration
➔ Stay calm, but be vigilant.
➔ Bad actors may mislead you about their identity and 
goals.

◆ Vet early and often (without creating a culture of 
paranoia).
◆ Be thoughtful about word choice.
◆ Trust your gut.
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Develop an Incident Response Plan
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Responding to 
Digital 
Disinformation
How can my organization 
respond effectively to 
disinformation?



Terms of 
Service 
Violations



Impersonation/Copyright Infringement
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Harassment, Hate Speech, & Calls to Violence 
(abusive behavior)
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Doxxing
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Voting Disinformation and Misinformation
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Political Disinformation and False News
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Deepfakes and Manipulated Media
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Correcting the 
record



Is the Risk of Amplification Worth It? Usually no.
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Counter Indirectly with a Positive Counterweight
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The Truth Sandwich
1. Start with the truth. The first 
frame gets the advantage.

2. Indicate the lie. Avoid 
amplifying the lie if possible.

3. Return to the truth. Always 
repeat truths more than lies.
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1. Donald Trump disbanded the US 
pandemic response team in 2018.

2. Under fire over COVID deaths, 
Trump is trying to shift blame to 
others, like President Obama.

3. All evidence suggests Trump is 
responsible for the botched 
response.



Best Practices to Keep in Mind
➔ Don’t take the bait.
➔ Address underlying concerns and pivot
to a proactive message.
➔ Avoid arguments and confrontation; you may deepen 
their belief.
➔ Keep the focus on the voters.
➔ Undermine the motives of the messengers.
 

DEMOCRATIC PARTY OF ILLINOIS



Response 
Tactics
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Indirect Response 
with 
Counter-Messaging
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Direct Response 
with 
Counter-Messaging

DEMOCRATIC PARTY OF ILLINOIS



DEMOCRATIC PARTY OF ILLINOIS



Deploy Digital Surrogates
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Mockery
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Conclusion- what we can do now
➔ Optimize your organic digital presence and digital 
organization

➔ Draft an incident response matrix

➔ Introduce yourself to social media reps. and 
fact-checkers
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www.ildems.com | @illinoisdems
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QUESTIONS?


